
Treasury Management

unified identity service (UIS)
There are several reasons why UIS takes Treasury Management in the right direction. While the existing 
two-factor login authentication provides the basic need for scrutinized access, UIS takes that to the next 
level, providing a more consistent and secure mechanism for login authentication.

With UIS, a unique identifier is generated and maintained for a single identity that links an end user with 
their credentials stored in Google Cloud Identity. Keep in mind that UIS does not impact end user 
permissions stored in products that utilize UIS; all permissions and ability to access still reside within the 
Treasury application.  Please contact your Triad Business Bank treasury team with questions at 
Treasurymgt@triadbusinessbank.com.

What are the other benefits?

Security & Technology

UIS has substantial infrastructure to identify and block credential stuffing attacks before they lock a user 
out of their account, and contains preventions to make it difficult for phishing sites and other attach 
schemes to be possible. Neither of these protective measures are available within Treasury Management 
today. 
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Unified Identity Service (UIS)

• Users who are in an active status and have logged in 45 days prior to your migration date will
receive an email with instructions and a link to create a new Digital Identity.

• Action must be taken before the link expires (within 7 days of being issued)

• Once the user accepts the invitation and clicks the link, enrollment must be completed within 45
minutes. Users who do not complete the enrollment process within 45 minutes of clicking the link will
require intervention by the bank.

• Clicking the link will prompt the user to select a new username and create a new password that will
be used during all subsequent logins.

• After successfully creating their new credentials, users will be prompted to establish their two-factor
login method for login (SMS text, voice phone call, authenticator app, or secure token).

• Please contact the Triad Business Bank treasury team at Treasurymgt@triadbusinessbank.com for
additional assistance.
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Unified Identity Service (UIS)

1. Migrated or newly-created channel users will receive an enrollment email.

2. The Digital ID enrollment link will direct users to enter the Company and Login IDs provided.

3. Users will be prompted to create their Treasury profile and Digital ID.
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Unified Identity Service (UIS)

• Step 1 of User ID: Users will complete & verify profile information.

• Step 2 of User ID: Users will create their credentials. This Username/Digital ID and Password will
be used for subsequent logins.

4. Users will protect their accounts with 2-step verification and choose their preferred method.
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2-Step Verification Methods

Users will have the option to choose from 4 different verification methods: voice or text message, 
authenticator app, Symentec VIP, or a security key.
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5. When complete, user receives an email confirming 2FA verification setup.

Password Rules:
• Passwords must be between 8 and 64 characters in length. 
• All ASCII and Unicode characters (including spaces) are supported for passwords. 
• Passwords must not match or contain your username. 
• Passwords must not begin or end with a space 

Digital ID Rules
• Usernames must be between 4 and 64 characters in length.
• Usernames can contain letters (a-z), numbers (0-9), dashes (-), underscores (_), apostrophes ('), and periods (.) 

and can begin or end with non-alphanumeric characters except periods (.) and spaces.
• Usernames cannot contain more than one period (.) in a row, accents, accented letters, ampersands (&), equal 

signs (=), brackets (<,>), plus signs (+), at signs (@), or commas (,).
• Can my users keep their existing username? 
• It is possible that the user's existing Login ID can be used again, however usernames now need to be unique across 

your entire brand, including Banno usernames. In many cases a new username will have to be chosen, especially if 
you have many users with the Username of Admin. One way to promote choosing a username that will already be 
familiar is to user a combination of the existing Company ID plus the existing Login ID. For example, a Company ID 
of C102345 with a Login ID of janedoe could be a UIS ID of C102345janedoe
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