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WHAT IS CHECK FRAUD?

Check fraud is one of the largest challenges facing businesses
and financial institutions today. Modern technology has made
it increasingly easy for criminals to manipulate checks and
deceive innocent victims.

A large portion of check fraud involves counterfeiting through
desktop publishing and copying, or chemical alteration of
financial documents. These crimes often start with the theft of
a financial document, such as a blank check stolen from your
home or car, a canceled check from your trash, or a check
taken from your mailbox.
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BUSINESSES AS
CHECK FRAUD VICTIMS

Businesses are the primary targets of check fraud
professionals - especially organized rings of criminals.
Counterfeiting and alteration of payroll checks is common,
although all forms of business checks can be targets.
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UNIFORM COMMERCIAL CODE
(UCC) - WHO IS RESPONSIBLE?

Businesses must play a role in ensuring their checks are secure. Recently revised UCC
regulations add a shared responsibility for check fraud on the business. For example, if a bank
offers customers checks containing security features designed to prevent a specific case of
fraud, the bank can claim customer negligence and only be partially liable for the fraud loss.



CHECK FRAUD TIPS FOR BUSINESSES ISSUING & RECONCILING CHECKS

Order checks and deposit Make sure you notify your check Immediately notify the bank of any change to your accounts
slips wisely. supplier (and financial institution) if payable process and personnel. You do not want former
a check order has not been received. employees from your business to retain authorization to sign

Use an established source,
especially those recommended by Maintain adequate physical security
your bank, to ensure your checks of your checks, deposit slips, etc. Reconcile your account promptly and regularly-- quick fraud
will process easily through the detection increases the likelihood of recovery. Businesses

them after they leave.

Keep all checks, deposit slips,

. and personal consumers who do not balance their accounts
and banking documents locked

monthly and don’t find the discrepancies until months have

bank’s clearing system.

Make sure that your checks up. Limit access to blank checks.

include security features that Unauthorized use can lead to passedican become liable for osses.
will help combat counterfeiting significant losses, you may be

and alteration. liable for.

TAKE ADVANTAGE OF @
Positive Pay is a fraud prevention system offered by banks that matches checks a company
issues with those presented for payment. When a company issues checks, it provides
the bank with details like check numbers, amounts, and payees. The bank
then compares these details with the checks presented for payment.

Any discrepancies are flagged as exceptions, and the company is
notified to approve or reject the payment.

This system helps detect and prevent check
fraud by ensuring only authorized
checks are cashed.

MAIL SAFETY MEASURES

— Get a Post Office Box: If theft is a concern, the cost of
renting a post office box may be worth the investment.

— Pick Up Mail Promptly: Mail thieves often follow carriers
on their routes, striking shortly after delivery. If you're
home, pick up your mail as soon as possible. If you're
not home, ask a trusted neighbor to get your mail.

PROTECTING OUTGOING MAIL
THEFT DF YOUR MA"‘ — Avoid Leaving Outgoing Mail in Your Mailbox: Use

If you are a victim of mail fraud, report ey your office, a post office, or a mailing outlet store
this immediately and take these steps to g instead. The red flag is an invite for thieves.

protect your assets and credit rating: — Don’t Mail Holiday Gifts from Home: Thieves

can steal both your package and the stamps.
- Contact Local Police: - Handle Missing Checks: — Check for Other

Report the theft to If a check is stolen, ask Missing Items: Check for = AU SN nGRE [AUell

mailboxes have high theft rates.

the police, especially the sender to stop payment missed meeting notices,

if checks or valuables and issue a new one. dues statements, mail — Send Valuables via Registered Mail:

were stolen. Provide the police with the from friends or family, newly Registered mail is secured and tracked
stolen check number. issued driver’s license, etc. with each transfer.
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